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(54) METHOD FOR ALLOCATING COMPUTER ADDRESS TO EQUIPMENT OF SYSTEM FOR 
OPERATING INDUSTRIAL FACILITIES 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method for allocating a 
computer address to the equipment of industrial facilities 
connected to a local communication architecture and using IP, 
TCP and UDP protocols. 

SOLUTION: This method is provided with a step for equipment to 
perform the multi-address communication of a request frame 
containing a UDP port address peculiar to the equipment, UDP 
port address of address allocated equipment and address request, 
a step for considering a request when the allocation equipment 
recognizes its own port address, a step for the allocation 
equipment to perform the multi-address communication of a frame 
containing its own IP address and the UDP port address of request 
equipment, a step for considering the IP address of the allocation 
equipment the request equipment recognizes its own port address, 
and a step for the request equipment to determined the IP address 
by using its own hardware address in place of the hardware 
address of allocation equipment in that IP address. 
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1. Title of Invention 

A METHOD OP ALLOCATING COMPUTES ADDRESSES TO UNITS OF A 
9YSTEM FOR RUNNING AN INDUSTRIAL INSTALLATION 

2. Claims 

1/ A method of allocating computer addresses to units of 
a system for running an industrial installation, the 
units being interconnected by a local time-shared 
communications architecture in which information is 
transmitted in digital form, the method being applicable 
to units which are originally provided with a hardware 
address in digital form and which are suitable for 
communicating between one another by using the IP, TCP, 
and UDP protocols after each of them has obtained an IP 
computer address including a header made up of data 
relating to the network address of the local 
communications architecture followed by addresB data 
individual to the sending unit, the method providing the 
following steps in succession: 

• an address request frame is broadcast over the 
local communications architecture by a requesting unit 
seeking to obtain its own computer address, said frame 
including in particular a destination UDP port addresB 
relating to one of the units acting as an address 
allocator in the local architecture, a source UDP port 
addreBS specific to the requesting unit, and data 
characteristic of an address request; 

• the request is taken into account by an 
application in the allocation unit on said unit 
recognizing the UDP port addre B s that belongs thereto; 
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■ an allocation frame having the same structure as 
the request frame is hroadcast over the local 
eommuni cations architecture by the address allocation 
unit, said allocation frame including, in particular, the 
UDP port address of the requesting unit, at a destination 
level, and data corresponding to its own allocation unit 
IP address? 

• the data corresponding to the IP address of the 
allocation unit is taken into account by the requesting 
unit on recognizing its own UDP port address in the 
destination level of the broadcast allocation frame, and 
the requesting unit determines its own IP address for 
storage and operating purposes from the IP address data 
of the allocation unit that it has received, by 
substituting hardware address data specific to itself for 
the hardware addreBs data of the allocation unit at the 
end of the IP address as communicated for said allocation 
unit, 

2 / A method according to claim 1 , in which the allocation 
and request frames include in identical manner a header 
comprising in succession a physical address and a 
destination IP address which are characteristic of a 
broadcast, a source IP address relating to a source 
considered as being unknown in the context of a request 
frame and relating to the address allocation unit in the 
context of an allocation frame, a destination UDP port 
address relating to the allocation unit in the context of 
a request frame and to the address requesting unit in the 
context of an allocation frame, a source UDP port address 
relating to the requesting unit in the context of a 
request frame and relating to the address allocation unit 
in the context of an allocation frame, and a data byte 
characteristic of an address request in the context of a 
request frame and corresponding to the hardware address 
of the allocation unit in the context of an allocation 
frame . 
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3. Detai led Description of Invention 

The invention, relates to a method of allocating 
computer addresses to units of a system for running an 
industrial installation, the units being interconnected 
via a local architecture for communicating time -shared 
digital information. 

BACKGROUND OF THE INVENTION 

In known manner, the management of a system for 
running an industrial installation implies the presence 
of a communications architecture so that information can 
be transmitted between the various programmable operating 
units which are involved in the running of the 
installation in a manner that. ±s well adapted to the 
variouB needs encountered, 

In .such systems, it is conventional to upe time- 
shared operation of the transmission links between the 
programmable operating units, and to allow information 
that is subject to transmission constraints that are 
relatively flexible in terms of urgency to take advantage 
of the pauses that are left available on a more or less 
regular basis by other information that is subject to 
constraints that are more severe. 

in the context of developments associated with 
computing, and in particular with communications networks 
of the Internet or the Intranet type, various techniques 
have been developed. These techniques make it easier to 
make use of stored information by making it available to 
a large number of parties, practically regardless of the 
location of the parties relative to the sites where the 
information is stored, and this is done in forms that are 
universally standardized. 

The invention thus proposes to transpose some of 
those techniques so as to provide a simple and practical 
solution to a problam that exists in systems for running 
industrial installations where programmable operating 
unite that are conventionally organized around respective 
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suitably-programmed computers having associated memory, 
are interconnected by a local communications 
architecture . 

As is known in this field, each unit has a hardware 
unit address which is physically defined and which is 
conventionally said to be ■ hard- wired" , which address 
serves to identify a particular, unit amongst the others 
in the system and is conventionally imposed by the 
installer or by the operator when the system is put into 
service . 

It is also necessary for the units which are to be 
able to communicate with one another by computer type 
information transmission techniques to have individual 
computer addresses enabling them to identify themselves 
when they send information and enabling them to be 
reached when information is sent to them. 

Thus, when information is interchanged by using the 
Internet protocol IP, it is necessary for each unit to 
have an individual IP address. These addresses can be 
allocated in a local network in manual manner, however 
that solution is not entirely satisfactory, particularly 
when the number of interconnected units is high. This is 
often the case with local networks provided in indue try, 
and furthermore it is sometimes necessary to modify such 
networks over time. 

Addresses can also be allocated to units in a local 
network by means of an IP address server, such as BOOT P, 
which is provided in the internet. However, that 
solution iB not very suitable when the communications 
architecture involved does not enable a sufficient number 
of bytes to be transferred without segmentation, as 
happens in certain communications architectures for 
industrial systems. 

OBJECTS AND SUMMARY OP THE INVENTION 

The invention thus proposes a method of allocating 
computer addressee to units of a system for running an 
industrial installation, the unite being interconnected 
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by a local time- shared communications architecture in 
which information ig transmitted in digital form, the 
method being applicable to unite which are originally 
provided with a hardware address in digital form and 
which are suitable for communicating between one another 
by using the IP, TCP, and UDP protocols after each of 
them has obtained an IP computer addreap including a 
header made up of data relating to the network address of 
the local communications architecture followed by address 
data individual to the sending unit. 

According to a characteristic of the invention, the 
allocation method provides for the following in 
succession: 

• an address request frame 1b broadcast over the 
local communications architecture by a requesting unit 
seeking to obtain its own computer address, said frame 
including in particular a destination UDP port address 
relating to one of the unitB acting as an address 
allocator in the local architecture, a source UDP port 
addrsss specific to the requesting unit, and data 
characteristic of an address request; 

• the request is taken into account by an 
application in the allocation unit on said unit 
recognizing the UDP port address that belongs thereto; 

■ an allocation frame having the same structure a3 
the request frame is broadcast over the local 
communications architecture by the address allocation 
unit, said allocation frame including, in particular, the 
UDP port address of the requesting unit, at a destination 
level, and data corresponding to its own allocation unit 
IP address; 

■ the data corresponding to the IP address of. the 
allocation unit is taken into account by the requesting 
unit. an recognizing its awn UDP port addresB in the 
destination level of the broadcast allocation frame, and 
the requesting unit determines its own IP address for 
storage and operating purposes from the IP address data 



(12) 



1$H2 0 0 0-7 8 1 7 1 



of the allocation unit that it has received, by 
substituting hardware address data specific to itself for 
the hardware address data of the allocation unit at the 
end of the IP address as communicated for said allocation 
unit. 

The invention provides for the allocation and 
request frames to include in identical manner a header 
comprising in succession a physical addreaB and a 
destination IP address which are characteristic of a 
broadcast, a source IP addresB relating to a source 
considered as being unknown in the context of a request 
frame and relating to the address -allocation unit in the 
context of an allocation frame, a destination UDP port 
address relating to the allocation unit in the context of 
a request frame and to the address requesting unit in the 
context of an allocation frame, a source UDP port address 
relating to the requesting unit. in the context of a 
request . frame and relating to the address allocation unit 
in the context of an allocation frame, and a data byte 
characteristic of an address request in the context of a 
request frame and corresponding to the hardware address 
of the allocation unit in the context of an allocation 
frame . 

The invention, its characteristics, and its 
advantages. are described in greater detail in the 
following description given with reference to the figures. 
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MORE DETAILED DESCRIPTION 
The communications architecture for a system for 
running an. industrial installation, as shown in Figure 1, 
ia assumed to be intended to allow digital information to 
be interchanged between programmable operating units 
referenced l to 5 o£ the system which has a plurality of 
monitoring and/or control devices. By way of example, 
theBe devices can be sensorB 6 or actuators 7, and they 
are controlled by various ones of the operating units 
commonly referred to as "on-site" units or devices, such 
as 1 and 2 in this case. 

These on-site devices 2 are assumed to supply and/or 
receive information relating to operations, in particular 
control and measurement operations performed by the 
devices that they supervise. They interchange 
Information that is put into digital form as a function 
of requirements, in particular with, ocher units of the 
syBtem for running the installation, such as the unit 3 
in a first variant embodiment where only link II is 
established, such as units 4 and 5 in a second variant 
where only link I is established, and such as the units 
3, 4, and 5 in a third variant where both the links I. and 
II are established. 

Each of the various operating unite 1 to 5 is 
organised around at least one processor and a set of 
read-only and/or read/write memories, and each unit is 
connected via a communications interface to the 
communications architecture of the system, or more 
precisely to at least one of the links of said 
architecture . 

In the example shown, the on-site units 1 and 2 and 
the operating unit 3, e.g. a local operator station, form 
part of a local network organized around a bus 8 that ia 
operated in time sharing. Information is transmitted in 
digital form, for example ae packetB during time frames 
that are structured in a determined manner, as is known 
in this field. One of the operating units 4 is assumed 
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to act as a router between the other unite connected to 
the hue 8 and units of a higher level. In this case the 
higher-level unite are assumed to be connected, by way of 
example, to an Ethernet network 9 and they are symbolized 
by the unit 5. By way of example, this unit can be a 
process controller or an operator console. 

In the invention, provision is made to apply 
communications techniques and in particular addressing 
techniques that have been developed in the context of the 
Internet to at least some of the information that is 
interchanged between the operating unitB in a local 
network of the kind mentioned above. As is known, this 
implies that each unit connected to the network has an 
individual computer address which it uses to identify 
itself when it. sends information and which is used by the 
other units when they seek to communicate therewith. 
Conventionally, this computer address takes account of a 
hardware address of a unit, which hardware address is 
defined physically and is conventionally said to be 
"hard- wired", thereby enabling one particular unit to be 
identified amongst the others, which address is given 
when the installation is put into service. By way of 
example, this hardware address can be set by means of a 
system of jumpers,- switches; or code wheels that are 
phyoically installed in each unit. 

In the presently-proposed example, the computer 
address of each of the addressable units of a local 
network is given by applying the rules that are in force 
in version 4 of the Internet protocol (IP) . Each unit 
computer address is present in the form shown 
diagrammatically in Figure 2, where there are shown, by 
way of example, three network address bytes followed by a 
unit address byte, In this cape, the unit address byte 
corresponds to the individual hardware address initially 
given to each unit when the installation was put into 
service. The number of addresses made available by this 
last byte is generally sufficient to identify all of the 
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units, in particular all of the on-site units, in a local 
network or a segment of a local network in a system for 
running an industrial installation. 

However, although each unit of a local network has a 
hardware addresB when it is put into serviae, it does not 
necessarily have an IP computer address allocated 
thereto. According to the invention, provision is thus 
made for each unit to request an IP address by 
broadcasting over the local network if it does not 
already know its IP address. Provision is thus made for 
a stack comprising IP, TCP, and UDP layerB, ae shown 
diagrammatical ly in Figure 3, between the application and 
the network access layer MAC, and to do so within each of 
the units connected to the local network. 

An address requeBt is broadcast from a unit by 
sending out a datagram using the user datagram protocol 
(UDP) , and thus in a mode which is said to be "not 
connected". In this case, the requeBt ie assumed to be 
carried in a transmission frame that is in force in the 
local network, and that has the following structure: 
^physical headerxIP headerxUDP header><data> 

This frame thus comprises a physical header having a 
given number of bytes, e.g. six bytes in the Applicants' 
F8000 network or twelve bytes in an Ethernet network. 
The header is followed by a 20 -byte IP header which is 
itself followed by an 8-byte UDP. header, after which 
there follow data bytes. 

In conventional manner, an IP header has four Bource 
address bytes and four destination address bytes. 
Similarly, a UDP header has two source port address bytes 
and two destination port address bytes. 

The address coming from an operating unit such as 
on-site unit 1, for example, is broadcast in the form of 
a request frame whose structure ia defined as follows; 
<broadcapt physical addressxdeetination IP address > 
^source IP addressxdestination port address* 
oource port address ><data> 
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In this frame, the physical header address is 
characteristic of a broadcast , as is the IP destination 
address, which address corresponds, for example, to the 
code 255.255.255.255 in decimal notation. The Bource 
address corresponds to a code that is characteristic of 
an unknown source, e.g. 0.0.0.0. The source port address 
supplied is that of . the UDP port selected for the unit 
that is requesting an address, e.g. 6003 for unit 3. The 
destination port address is a UDP port addreBS, e.g. 
(5255, that . is. predetermined and originally allocated . to 
the operating unit in charge of allocating addresses at 
local level. In the first above -envisaged variant, said 
unit is unit 3, and in the second variant it is unit 4. 
The control data appearing at the tail end of the above 
frame is assumed in this case to be characteristic of a 
request for an address. 

The request frame is broadcast by the local network 
and thus over the bus 8. It passeB through the physical 
layer, the IP layer, and it reaches the UDP layer where 
the UDP port address is recognized as being allocated to 
the address allocation unit. 

An application installed. in this allocation unit 
enables the request carried by the above-defined request 
frame to be processed and enables an IP address that is 
available at local level to be allocated to the 
requesting unit. On receiving the request frame, the 
address allocation unit 3 or 4 in turn broadcasts an 
allocation frame whose structure 1b identical to that 
defined above. This frame contains in succession a 
physical address and a destination IP address 
characteristic of a broadcast, as before, a source IP 
address. and a source port UDP address specific to the 
address allocation unit, a UDP address relating to the 
destination port provided for the requesting unit that 
broadcasts the request frame, and data defining the IP 
address that is possessed by the allocation unit. 
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By way of example, this data defines an address such 
as 192.9.240.17 in which the last byte, which in. this 
caBe corresponds to decimal number 17, also corresponds 
to the hardware address of the allocation unit. 

The IP layer presents to the UDP layer only the 
data, which data corresponds in this case to the IP 
address of the allocation unit. The allocation frame is 
broadcast by the allocation unit to all of the units 
belonging to the local network, and in particular to the 
on-site units, such as the units 1 and 2, over the bus 8 
in the example shown in Figure l. 

The destination port address contained in an 
allocation frame enables the unit operating said port to 
know that the data contained in said frame is addressed 
to the unit and corresponds to the data that will enable 
it to determine its own IP addresB. The received IP 
address corresponds to the address of the address 
allocation unit and it differs from that of the 
requesting unit only in the last byte which, as mentioned 
above, is established so as to correspond to a unit 
hardware address . 

In the example described where the requesting unit 
has a hardware address corresponding to the number 3 in 
decimal notation and where the IP address that it 
receives in the allocation frame is 192. 9. 240. 17 in 
decimal notation, means are provided in the control unit 
of said requesting unit that enable the value of the last 
byte of the IP address to be modified bo that it 
corresponds to the decimal number 3 of the hardware 
address of the requesting unit, and thiB number is 
substituted for the byte corresponding to the number 17 
of the allocation unit. In the example described, the 
requesting unit of hardware address 3 thus determines 
that it has IP address 192.3.240.3 in the context of the 
local network to which it is connected. It. is thus ready 
to take any appropriate measure to conserve or use said 
IP address. 
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It is thus particularly simple to, determine ip 
addresses in a set of unite connected to a common local 
network, and this can therefore.be done quickly while 
requiring only a very small amount of data traffic. 

This IP addressing for the units of a local network 
can be used in particular for data transmission in the 
form of HTMt pages. In some. cases, at least pome of the 
units and in particular the on-site units have respective 
servers enabling them to fill in predetermined HTML page 
structures stored in said units with the values of 
variables or parameters that are collected and/or used 
locally, so as to make them available to a wide variety 
of intervening parties. 

Such access can be performed via units connected to 
the local network which act as clients to the servers or 
via computers with hardware or software enabling them to 
connect themselves to the local network either directly 
or else via another communications network, and in 
particular the Internet. 

4. Brief Description of D r a w i n g s 
Figure 1 is a block diagram of a communications 

architecture for a system for running an industrial 

installation. 

Figure 2 shows an IP address format as used by the 

invention. 

Figure 3 is a diagram relating to a four -layer stack 
protocol implemented by the invention. 
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1 . Abstract 

A method of allocating computer addresses between 
unite of an industrial installation connected to a local 
communications architecture and using the IP, TCP , and 
UDP protoeola. The method provides the following steps: 

• a unit broadcasts a request frame including a UDP 
port address specific to the unit, a UDP port address of 
an address allocation unit, and an address request; 

■ the allocation unit takes the request into account 
on recognizing its own port address? 

- the allocation unib broadcasts a frame including 
its own IP address and the upp port address of the 
requesting unit; 

- the IP address of the allocation unit is taken 
into account by the requesting unit on recognizing its 
own port address; and 

■ the requesting unit determines its IP address by 
substituting its own hardware address for the hardware 
address of the allocation unit in its IP address. 



2 . Representative Drawing 
F i g. 3 



